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1 Prevention of Organised Crime,  https://www.politieacademie.
nl/kennisenonderzoek/kennis/mediatheek/PDF/07-12910.pdf at p 27
“Criminal organisations bribe public officials, employees and law enforcement
agents in order to obtain certain services or to persuade them not to take action
against them. ibid p 33
i Typologies report on laundering the proceeds of Organized Crime, Committee of
experts on the evaluation of anti-money LaunderingMeasures and The financing
of terrorismMoneyval (2015)20 p. 24

¥ ibid
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V‘https://www. fatf-gafi.org/media/fatf/documents/reports/Emerging-Terrorist-
Financing-Risks.pdf
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FTAE A CRATEATTAT Fed )T fafear a1 aeR fa=1 ar
JATH, GAUTAHT, UTSE, BT, TATAT AT AT AR ATEAHATE ATATA
for yeel T TRISH FTAHT Y cuedT AAATRT Fared, fasho
faazor, s fAaTd, IS 91 TER 99R W TRISH #adrg
AT |

Tiftg T saea

>

ATAATART FFIAT U, 094 UFAHT THRT @ AT IUF AT ABATS

FASTeRT TYeTeh W TR e 9T TehIRepT T QT fa%g FReTorehs

AP g A Jooi@ | Jch Ul THT <& B IUSHI 3 T ¥ AT

T AT U TXeRT AT FIEE ool TTEHT | T THTAT Jood

TR BT ATHARD] FSATTH] FALAT TR |

HeAeh! AR FiedT J09¥ & GR=gE 95 B FUN FrET HHTAT

AT ATV GFIET TETAHT HALAT T

®  THT R4 AT TSI HUT T g, THT ¥ AT I FHAER
T A AT & | FT B AT U AT H] ATXT Ih
THTAT T8 |

®  THT Y W ATAAT TEIANT T g AT & | AT FAR
T TS A aEGFE S B8 T A EARATH AT
HAHT TEH |




e TW Wc FHIWH AT Ifeafgd FRATE qied Afhars
FERARATE A AT ARSI AT e |

JFAIET AIISUE TAT ATHETwer

> A AfueR FERT werEie, 985% " 9EE AEEwd ard A
ST fa%eg SUATh HTAI, FOAE, AHISE T 9ieE IuTEE
FAAFET THIT Jool@ AUHT |

>  Hiedr faegeT T THRET HGHTT IeHAT T TR, 9892 B
THRT & T AT HigdT q=ie@d, AARIAR AT ALATITHT AR
AT QI AT T ATALTF IJUTIe® AeFae T{a" FaedT
TEHT |

SISINCECEE R

> facfim Swet g Teafa STEIeReer 99T ATasERl BRAThArTH
fodirr el geaedT oTereds gfqesd urd W, faeewor oY
ATAYTF  AHATAR] AT Frafeard [HeprAT faeedwor giqaaes
fTeey gaTe T FE I |

» et PETRIOT Aaea™ faWwT g g FFewl AEeT
T T |

» AU TEt: AR (TR |

» @ AfeAsl ;. AT T HE |

e ST F T T R FEAT (g / srea<ifey)

> fafqm Aurer, fafaq, =mges AUt AR AT TR TR G
»  gAA®

> AT A T e T [T SEEaTE Rl gl

Red Flags

> USTRIEAEEH FRIET T AT 9 g &8 arhg Ifad |

> AT AT TRE AT AT GHE IGURT AP AT
GTATHT ATl FHIHT TATATRO A8 |

>  Peer-to-Peer Networks #1 Iaedl faq, & saerl FANT 97
ATATHT T |




»  FUEF AARSIAH! AT YANT & ATHUN, a9 RITERT, dAqdred
HiaTget dfhy AT A TATHAART TTHT TS |

> oAl GIaT FRER ATETHIEF STHT T ATABTEER GATAT
qoT AT WeAke AT [ GANT Ul i |

> AT ATAAIAPEE ATadEd 8 & |

> SATchel ATHINSIE FATAHT STaTIeR aY AT &IHT & |

»  artas gee T afeET T8 |

> FYTh T T AT AT AL (ATl JehTeH bl Sanctions
List AT T8 |

fafar (Typologies)

> A AT TR ATAdTde qdT HiEdTdrg d e RIS

fhew Cash Incentive Business T &3 &7 | Money Changer,
grsl SHAHTIH AN & |

> I AT THT TR FIAAT GEIAATE 99 G a7 BITAT (s
T FRT ATNT Afehg JUITCATeRT T T |

> TRFTAT ETHT AT Tl AHAAATE TUTRARI T =, f=gm,
A =Y TRl FTAET T |

»  HR STl BRISRAT A& TR TANT & |




(5) o] 3T 2T HAehelud UGRIDd IR ®lodll IR

WRIR AddoEh

SRR

>

AT 9T qaT1d A= i |
FATF??%%ONWWWWWWW@NQ
AThT AT AFIAh! EIHRLITeh ATNT faxird &=l TeUaRTATS
fTamer T e SEed WH |

FIATIT, HiRIhT, THAITEAT AMATH HAFETHT AR AT qT
HATETeF TaTIT TR AT ATARIIR AATETF TEhT |

AN] AT AT HATEMTF TaTHT T AT ATARIAR TS el
fereg=itera =afhes: E1 Chapo (#1), Pablo Escobar (@Tafwmn),
Jorge Alberto Rodriguez (Fa) |

AN e (Freon) UF, 2033 of AN Suyars (AETEr aresid
AR, HIE(H IR T OTd, T ARH TIAT Pkl FrRdcd, AT
AT qE qET HATE U R FH ST T qHF GEAAT AT
IASTITAT AN] SAGT FAT AAGTE GG AT GAAT FepIRTe T
qifPUeT qaTd |

Tt T eoaea

>

AN A (fHF=rn) TF, 2033
TER, o= q9T7 ThrEl TorT FHAAT (=07 a1 v Firaresl
AXT el |

JrALIET AUUE qur Afwfeer

YV VVV

AR A TR HAH TH AR T WA, 198

AAIGIE TaTd Tredl Fah TR AT, 989

IH DT AN AT JAT HATETF TSR TR BAAT AR
IR AT eTaied, 9455

I<h HeTAfrel AN AT9e qAT HHIE9E TaTepl Todl, Jearad, famnr



farirar ST, TR YT AR fefehl &A1=, AR, i ARG
STEAT FTIATS TR FIAAT ATIRIF F1I ST SATIT TN T AT T
ATRT ASATIH ATEIT IASTATE A I AAT oo TTHT |

FATF &0 [g®1d 5. 3 & ATACHE HACHT Tdedd  FIh
IR AR] ATT JAT AATEIE TP TR AT AARIAR
TrEI=T HeTded, %55 AR AE STETHRRUTATS AT
I Ioid e |

TEATTT GLAAT

>

>

>

>

AW Ay fewT SR AN Ay fawg uervTeRsE HRareT
AT T qAT AN 0T AIRIIR G T A9 Gady
HAAR] ATAATAHT (AT |

facita SRRt T TRl &R qUT ATAFHRl BRATharTH
faira oW geawdT 9TeTRae gidded U W, faeerwer e
AR AGeATAHRT AN FFatead [qergar faeewor gfqaae
ey a8 T FE T |

qrfa EHTUT FEra™ [WRT: FFId ST qea=dl e
T T |

LA R FETed: AT T P |

Red Flags

VVVYV WV VYV 'V

ARTIRTS YANTRAT 8¢ Tl TH A7 fafqe I=ar ArerH
THATER A3 |

ATHT ATFTETE T AGTPT THH AT AN AT JAT FAETF TaTe
&l 99 |

ARTIRTS qIT HATEIIE TGS GARTRAr oY qUST TATTHT STUH
GIATHT AL TAT GIATHl TeRITET HA TG FRIEAR 92 5 |
=F YART T FeT g AFEATHT i G- AT 7978 FRIER T |
GIATATATATE ATl Feoid LT T FTHIT SHHET THT TeT |
Joel@ T¥ehl TTET @IATehl FRIER A T@I |

QIATHT 9% HIAH, &7, Afhewdrd Mad I g ¥ 91 7T 9+
GIATAT qow] TATATRARIT TRA |

“https://verafin.com/2015/02/12-red-flags-for-funnel-accounts-used-to-launder-

money/



>
>

ATIATTH FEHAT AATAERI (b a@mad  Interpol w0
AT T8 |

A (I gATR] T qie= qa |

FIh T AT TAT A A=awinead fAebraer FepreTd Kl Sanctions
List T 72 |

fafar (Typologies)

>

>

vV VY

Structured Cash Deposits, 7@ ¥JMETRIT T Wire Transfers
HIhd FRMER TR A1 ARS |

"Money Mules" & YIRT TR IHHF! Fd Abls THH TRATAT
T |

Trade Based Money Laundering #T%®d Proceeds @Ts TATATIRIT
T ¥ STETHT T |

feFcl BTTSITeRT JATT TR fafTeT e q=aredd T An] e
TIT AATEITE TRTIH TRFAAT AER qqR qa4r fashr faaorare
ATSIA el THH [HATS BT T4 |

TQTHHIHT FANT T AfSeal Trateehl TART TR0 FFIfa qEh0r T |
Funnel Account T YaRT g9 | TIal HHiIfes &A1 @bl @IarHT
8% I WG AT g, |1 TR YT TR NG BIRIAReT GETs
TET STHAT TR ¥ AT TRH f9e STiferes Srare qovd (i |

T S FRER, @, Ggadd a9 &8 [RRET g9 F99qrd ar
T FREAR & T&IE FATAIHT AT T FFIT STEIRI0T T |
Virtual Currencies T f=a= ¥ On-line Gambling I+ T
TSI THH JANT T |

“https://ngm.com.au/criminal-organisations-launder-proceeds-drug-crimes/

Shttps://ips-dc.org/drug_trafficking_money laundering/

A Typologies report on laundering the proceeds of Organized Crime, Committee of
experts on the evaluation of anti-money LaunderingMeasures and The financing
of terrorismMoneyval (2015) p. 24



@ BIAslRIR JRJIMGND! IR dicell  IRRR
Addotl

HIYTIUT

»  EAEqaR W@ UA, 092 HAER “BIAeiddr” 9= dld,
HIER, JEIas el Higd T4, Jehd, T35k, Med, RaeR a1
GG YA T AT AT FATS TS AT A T TERIIE,
T 9l 9TeRd BTAR(qAR adT3+ HIEAH, ITHIU T ETAR(qARE! Tl
qHAATE TATS |

»  9h UA ATER “GR@SIA1” AT BTl qarHl e a1%a, &, T,
o0, fediRaey, FIdd, W a1 A& Thiadl a7F qard THAATE
STATS |

> ETIRlauR WY@l TR HAT AERIER AT AT gt
FHTIHAT 9feh afv=med (Power Exercise) 1 &UHT 875 | 75
& faerad: a9 ffawert R T BRaTharT g T T faEE

THEd I [HEHS! AERIEAR 9 T HEE ATSH TH THH
=TT T T |
> IET EEEdaR @R@SFRl TR HEAl AERIER  fgegemd

JHEATH] BIH] Tl | THH! FRIEHI T FHTGTAHT AT Fh AT

T BRamefier T |

HEl: BRI @RI

fAfd R0%K1031R8 T A9 a0 97 RTFT ETHTTAR FATh! 49,79,
AT qETAHB] AJ@HT TR F<h el [STedl Tl aRreT
X feurd el eoqdT SR qERd HAMRY TRIEH AR
ATEEATE BRT BTell ThTS LT 9T qerel fefar waar Tedra
9 ¥, T A A€ &9 Tl ¢ FHd aXTHE g ATUH gal axTHa
T HATTHT BfTAR T4 MATAEd THTS I AR [ A5 qura
fSTet o= UM/ T==AId 0 T “F qHT ¥ SAATATS ATa9dE
FRATETHT TN SRTHET Wbl T8 AT TSEUHN B T~ THT
TERTHT FME Jedl AT GqRTF FIAATR bl =.F. §00
fAfd 2084103139 TAHT T T SRTHAT HeH |




gfqardle®drs  eqefaar  @x@eAr U, 09%  (Fegadted
R0%%) H THT 3(R),%(),4(Q) FT FAX TWH qie gT ATTHIA
fASTeTg T el THT R0(R) T R0(3) ITAR T §F TAT aTHE
2 |ET Ul ST 9% THITTH ST T qr3HeET A1 FiR
GiaaTar “@” 1 ATHHT JUTEATH ST T qTSHET SA{daiech 3Tl
R Giaarar “T” ARG TURTl U7 IRea T heAT 97 RT3
T ATTHT @ I ATel I A A THT ABRTH ATHART
a7 |

II; THLT. AT S0 T 09 WEAT: FdE b O hHaer
fafTR00Y /09 /9 fAuiT F. qoo¥y |

TiET FAT e

»  EAEidarR @@ U, 3092 AT ISSIaYs oRR ETdefadr fauR
ARTAT BTAE(TAR, @IESIAl, AT ool AThewhl araaaryr
fs TRTS T, TSTSTAYd 9T T A1 R T AT, AqgedrT T
[T, ST AT SATIHRI, HET & ATIPRT TMAAH! [aTa~ e

TEH | I U FEX Tls FoTad] FadT TH |

> H@ Fug &edr UF, R00¥ Bl UR=gE-t AT Bfaamr qdr

GIEATEE] AR TE=IHT TATSd 99 YT T 2Taefaanr
STATET T 7@, T9ed 99 I TN BTl HRER T+
e, TSI a7 eTqaefaar wed a1 faur fegd AgH, AT,

T, SAfad (frarrs) a1 fauTe eTdefaar Saames a1 FRER

S92

T g ¥ AT HER TATs ASIIR] a7 TH] |

FraYifgd AUIUE, Afwatee

> g gfqarR, sfqaeT Trdye, Tl aregeEd! IeaTe ¥ HHRIaR

far@gept Grdrher, 2009, HYhH A FHH! FIRI FATE ATHIEA
» &R amrEEEedr afe (Arms Trade Treaty), R09%, FIh I

FER TR FATATE ATHIGT

> URTHT G AUHI JATATE ETAelqaReE! [qhid, Icamad, Ioad
T ITANTH] Fiqa= T qIT TP [aATRT FFTHT T
AUHl Herdid, 9223, by Organization for the Prohibition of

Chemical Weapons



> TUSH, W& T ANAGITHT AFI TUH e (Sirarh) ¥ faure
ETaeiaaRel fa&™, IEH qIT Foagdl Yidaed qar g
TaATTeRT TTTIHT AT AUH! HETAd, Q9% |

SISINCECEE R

»  fadim S T IR G qgT ATTSEN PRATRATTH
IR IR B T == E5 M e e A G R e B A G e B B
ATAYTF  AIATAR] AT Tt (AT faeeyor giqaaen
fFeed gare T FE A |

>  TEfa METRTUT SEre fwwT: Frfd g ae T aeEeT
T T |

> AU YEt: ATEeATAE AT |

> AR afFAd e AT T T |

Red Flags :

> EAEidaR IR A 397 AHEIH Afthes drd a1 o=l
AThe®d vl a1 AHI AR X dfhy HRER &7 |

> UTEdd] THH T3TeI8 g, sl STaeiaar aehesds v
afET |

» (9 degare HIY ARSI & |

> TR wErE Aftheegr faweft HuT FTE grar WA g9 T gl
TR TR Sfehy =T JOITelT WThel & |

>  FEE AT a1 HAd T el IROTHAT ANH IHH 9T g a¥
IEIT THTT AT AT (A qad | ATHTHH! (8307 JeTe & |

»  THHH I TG |

> I YOIl AThR 2IfwTe 39T e-wallet AT &% 79T STEAT eT
fererT =T & |

»  ardtad geel T qie=rd 78] |

> Fgh ICC WY qAT AT ARIC (HebTael TehTeTT Tl Sanctions

List AT 72 |



fafer (Typologies)

>

YV VV VY

AAFATET qHEe®d qdNAh T ATIRIIE HrAaTE AEAITF THH
T3 ¥ AT~ ATeHEs®! TART T Aferd &H T T2AT3 |

g ATRTHAE FEATEwR] TEIANT I, AT FETHT TANT T THH
afe=Te T T |

AT qAT AT &7 FEqET STAfqaR. JEh, TATHARIT I |
ATFSF ATIRTIF THEH TART TR IR T T AL AT Tl
TFHATE AT AT BRATHATTHT JIRT T |
AR, ATHISE oATAR] ITANT, AIRTIATE YT ITHH, T
o7 faaeT W Afth AT ATTAEEEATE AFAl, ATEI0, AR]
el FRIAR TN AT ETAETTIR el THH TS |
e JOUAT qAT HATGTA®R, SIfde AR, geel, A
FI, U FS q9T A A1giF At qoar glaiael TaRT T
TFH TR T |

T fagefll Sepepl @IATHT ST 9 ¥ ATRATad aeTRl qiEETd
AHTS |




(&8) aARY AIRTDI a1 316 AXID IR Dlofoll IIRIRTAR

Jodcel

SERIEYI

>

>

T TR ATHATAR! ATHRIAR T TIAT T T Frepl fohl

faazor T FTATs fafae HAA ARTIR THHT ATET TH |

faerod AiEgiqes qar WidTcdsd Hecashl Afd, drd, TR-TeT faed

FARAT &% Gearar feorshr faaeor g a1 91 ATHeEH A W R

FAAT AARIARHAT A g TALT fqeqeardy @ |

RN TR a7 q7 TP TR AT ATARIAR TFAT FAATS

[+ SHITTHS TFg FE FHA FHIA:

" RNl AR SATEH JAT SATEHHT X FAAT gfararg &
=R (TS A6 JrSded) w4,

"SR AT gl dET,

" TR (AR, ARl 9T Y Higd) FEIwl,

" FAESR, ITARRT FE, Jiqsadl a1 dATfd g,

HET Fad LT TIT

030 ATA RIAM ¥ T gghedld [adbl 3 oo ATUHl TALTA,
STETSTHT e ATHI THTE ATTH G, T (99T GAdTe 9181 95 TH7a
H R Alged, AR Algegaes, AR, TA.AT & ASTE SAaRes
TT TFGIT FHART AT TeToThl [afqe THaT qardr &l
FHITET e Thebl  AfaaerT AHeare dfeusr fafasw w@drids
SFY S, UUE 9 AAeddl "SI 919 ¥0, dfes uSier HHH (A
TAT TSI ¥0O0, Fehqadhl 9 TEH ATAAE THeAT T A
fafear e 3, FHEATAT A T8 (9 SIS HeAT IRl SAHIATRR
TSATT EIEH R, ATl |, SIAF 3, oob TR q, ASISl dvgd T g
SR STETSThl AMTSH TATSAE (7T THhedl GLebl A9 [ATSaT FTHeE R
wFq fafedr ®mde q AT 9900 T 254 a9 , TSUeX R, ST 9
Thell U¥ehT TAfT 2039991 T HIHT HoH |

. AFLT. WEE G I R0¥3 WiEAT A b ¥ hel
fAfT:R0%3 /0% /33 U 7. 399 ¥

TfegT AT s

>

HAH! T AR &ledr, R09% N qR=g7 0 A=A =T J4T STehT



TEEAT FEIPT THT ¥q T F ATl I TR ATbT AT

formT SrgwTTeRT fAoraer T 9feaas AT fAsTer SR Tl AT |

ey Aaeug qur sfwafee

» Resolution adopted by the General Assembly on 18 December
2013 [on the report of the Third Committee (A/68/457)] 68/186.
Strengthening crime prevention and criminal justice responses to
protect cultural property, especially with regard to its trafficking

» ECOSOC Resolution 2008/23 Protection against trafficking in
cultural property (UN Economic and Social Council)

» UNODC Mandates on trafficking in cultural property

» UNESCO-Convention on the Means of Prohibiting and
Preventing the Illicit Import, Export and Transfer of Ownership
of Cultural Property, 1970

WA FL=AT

> fadim SWER g TR SEIeel 99T ATAsHRl RATharaH
faira oW qeawdT 9TgTRae gidded U W, faeewer a9
HTAYTF  AAATAR] AT Featead (AT faeewor giqaaen
fesd gare T P A |

»  wEfa PETRTT AAEra™ [WTT: G Qg FFeedl A
T {7 |

» AU YELT: ATERTEN AR |

> A& affda FEEd: AT T A |

Red Flags

> A ar gufaa faafass qweEr T odditaer afte qge awqe
HERIAR A |

> ATHET TP TEHA AT i a7 AT T (el T e |

»  Afthel ggHed WA FH HAHT o=H FgHd g |

»  HIAaEIHl GATAIhl STT=HT FF = a&q Hied |

» AW qEIATe AR Bl AT IR RIS 9919 T |

> @amararel SFadrd a1 qee qte T A9 BRIEN & |



I T ITANT AHISH T Teh @IATATE AT @IATHT IHATR T |
STHAT 1 |

T-TTHT THH AIGHT THAT g T Tob T2 el ¥ohW (e R fae |
AR GAIR] T e THTH T& Aia |

FIh A TG qAT A ARINET (eIl T Tl Sanctions
List #7 %@ |

fafer (Typologies)

TR TR % a1 A T&IATS AR T (AT T g T
AFTS fEaTs AARIAR T |
FEH! T FETIH ARbel] BT TATIH, TeRbedl (el T I |

FTERT FTEART ATARIIR TR AT Tl JFIAeATs 98 GG
REIcEl

FfeFS TUTENTRT TART T T TILT @TATATE Al GIATHT AT
T |

grslehl JART T |

fafa=1 facita ITEoEER! TAN T4 |

Transport Company @l FFIINT T |




(31) AR d2AT A JAddoel

SERIEYI

>

TR AR T, 048 AR FH ALIGE FHAR gqad
fae faw; fodT Aed a1 &H TouAl a&q a1 441 [+, I, Ide,
IUER a1 AT o, FA o, I97ed <[eraa 7, IR BT o1
a7 B qATSH FeHaad &H I, Tad fq@d qar T, Tad
AAATE T, AIHRN AT AT, BN AT FTaST b A<ATeh
FRTSATT ATFATH T, FITAART TIAHIAT AF T AT ILT&MehT IROTH
HYEEd T, TR BT SATIR AT T, TR 6T T A=,
gl faarer fam; Arawifas aeqtaer eia Jeamr T 3 HEr
AT foq a1 Tod giqaes faq FEers IR Tl /A |

> U AT THEH, AW, § G, JATHI, IAME, THG a7 Aar A
fvil Tk ofdeh T TR |

> JEER q9 g9 o fa Hrers wre gfaere wiae Qe e |
TSTERET ATk 4T fieb TR AraTfeTes 3% T8eT | a9l g el
TRATP TEUART g ¥ GAHTIRUHT F30= qIT TLTARH] FHB
fegfq fastar 1 |

»  IHfd EIRT g AT IaHed YRR d91 g9 Rnad
PRATHATT IEHT |

> fava Sed aeaifted gaarr gtaay 9.4 fefaam smfefr geramar
FET TEh! ATH T (faeaeardr el 3 gideras=T @) |

> fteg S Jearsd qidaed 00 & gr=rRdrs Major threats
1 FOHT AR FHT @ |

Tt wEAT e

»  gEER HER U, [04%

o UAHl UR=EE R AT TSTARH! FHIT AT FoATAH TR
TRTH!, A A REad fad feqars &, faar qea o
FH HAAT % a1 Fa7 fad Agdadarg e I, A,
JUER AT =l favers aoim; waee fauears aema, e
TETAE T ACAFHATS T, T HIAAT 1 AT 21T AT
AT HIH THATS AT, TAT @ TAR T AT AARATS




TSI, AT ATATE T AT TN, AR AT AT TS
FATT; FIHTRT a7 T FLITH AT ATFRTH THATS
TSATT: FEATART TIAIAT TG T AT GG TRUTH hiaae
TS AT, X BIAAT SATAR GG T ALATRATS T,
AT HATEET UM AdATs T gl [qa=or fevers I,
QTSR AR BT AT THeATs T, TR FAAT F919
feeTg I ¥ g giqaed fgrarg e e |

® TH R0 AR TAAd FIAATHITH FTASAF T8 IR T
AT ITgdaF FATAd BIAATHINTH TH Tehl ¥ foa=ar
AfFesl qaT AATANGS <@ ATTHT AT (Aol HATGS HIRIT
faAT ATHeRT T A=ATHIG S = Sadedy ATI" THT aT AT
efagaamer od1 ®IE T, TdA, JUER, FUL, =T A
FbT [GUHT JHITT AUHAT FXAT JET % H&d] GIdare AT
TR P EGUT AT PN AT |

o URTHT 3 AT TSETARH HEXH AT, qelhebld qdT T
IMAT T AT |

»  AETaR TEIANT ATA=E ATANT UA, 0%5
ArASE I8 RO T AThed TR TR ATCTARB TETART
T THEIHT ATANT AT T a7 RIS Fe |
HAIET WULUE AT Afwafeer

» YRR [9egH Uh ALHUT HeTdied, 003 Fr=RE faiq=
JepRE® S ga@, Trading in Influence, Abuse of Functions
T TSIT &repl JeaT=IRsTe (i faudes qHdH |

> FATF &I [awiied 9. 30 & Iar=aT qeigd e qareho
JAT ATTZATG! PRATHATT FFedl FEIH ATAAE T RN
farer T RHErT e (9% & T e Hied g |

AW FL=AT

> AfeduY TOUERT AT AW ATARTA Fe ATl I8 &R0
NN ﬁ = Tl_a_ ﬁ = g N NN =
FTAASTHITH AT T AT IRTSH G T AT FTa ST




>
>

Tg R TR F AAhel BITTHINTT TR AT F BT
TRl IMGUAT Il Afh T AT AREGHT G| 3T Ah I
FATTHITSTH ATIFR I AITATHT HLT AT T AT RIS T |
faow st ATERT Te= A9 RTAdHr AfeRed d
TEERET Hel Tl g ¥ Al ARTAd HELIHl ATAYAF FRATE! dlel
AITATATE B | AT ASTAdIAE AUDT BEAATHT Farod  AGTAAH]
qARTIE AT |

faciiar ST gaTe: ¥ QEIRRT AT ATTSHRT PhaTHATTHT
faira o qeawdT 9TeTRae gidded U W, faeerer e R
ATk AT AN Fatead [qeprgar faeewor gfqaae
feed gaTE T FE T |

T FHTUT FEra [WRT: FFId T8I qeadl e
T T |

Tftey gasar &5 ArasaE Heresare ga aataaarn, feer
T, TRMER G dgq T IR Ghad T, FTesiAe (Mhraasad
fawe, aae i g, e f&ad, dEsiie 98 arer T
HAlchesdh! T T AR ATHA T |

AU TELN: ATIATAH (R |

LA ARl F@A: AT T B |

Red Flags

>

A\

VvV 'V

T=9 TSR ATk aId ATasiie JaTHT Teehl SATh, (ATl aiear
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Example of use of Corporate Vehciles

One example of this comes from the case of Augusto Pinochet, the former
President of Chile. Pinochet was assisted by his US-based bank (and its U.K.
branch) in setting up corporate vehicles in order to both hide his assets and
shield them from the reach of asset freezing and confiscation or civil recovery
orders. Specifically, Pinochet was able to set up offshore shell corporations and
a trust in 1996 and 1998, even after a Spanish Magistrate had filed a detailed
indictment against Pinochet for crimes against humanity and issued world-wide
freezing orders. These corporations, established in jurisdictions that at the time
had weak AML controls, were listed as the nominal owners of the US bank
accounts and other investment vehicles that benefited Pinochet and his family.
The bank's KYC documentation listed only the corporations, not Pinochet, as
the owners of the accounts, despite the fact that the bank knew that Pinochet
was the beneficial owner (since the bank itself had set up the corporations). The
bank has since been convicted of AML-related criminal charges.

Source: FATF Report on Laundering the Proceeds of Corruption, 2011

Example of use of cash

Diepreye Alamieyeseigha, for example, was found to have over GBP 1000000
in his apartment in the UK at the time of his arrest, not with standing the fact
that as governor of Bayelsa State in Nigeria, his salary was a fraction of that.
Another governor of a Nigerian state around that time, Joshua Chibi Dariye,
previously discussed, was found to have deposited into his UK accounts in
excess of GBP 480000 during a four and a half year period. According to a US
Senate report on the matter, immediately after Sani Abacha's death in 1998, his
wife was stopped at a Lagos airport with 38 suitcases full of cash, and his son
was found with USD 100 Million in cash. According to the World Bank study
he was able to place significant amounts of cash in the financial system by
using associates. Lastly, Montesinos used cash couriers to transfer funds from
Switzerland to Mexico and Bolivia.

Source: FATF Report on Laundering the Proceeds of Corruption, 2011
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1°Available at https://www.telegraph.co.uk/business/0/ten-top-american-
fraudsters/frank-william-abagnale/ on 2020/05/02
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1 FATF,Money Laundering and Terrorist Financing related to counterfeiting of
currency, June 2013

R ibid
12 ibid
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» Paris Convention for the Protection of Industrial Property
Agreement on Trade-Related Aspects of Intellectual Property
Rights (TRIPS)
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Rio Declaration on Environment and Development, 1992
United Nations Framework Convention on Climate Change,
1992

Kyoto Protocol

Declaration of the United Nations Conference on the Human
Environment (the 1972 Stockholm Declaration)

Vienna Convention for the Protection of the Ozone Layer, 1985,
and Montreal Protocol on Substances that Deplete the Ozone
Layer, 1987



Basel Convention on the Control of TransboundaryMovements
of Hazardous Wastes and their Disposal, 1989

» Convention on Biological Diversity, 1992, and Cartagena
Protocol on Biosafety to the Convention on Biological Diversity,
2000

» United Nations Framework Convention on Climate Change,
1992 (UNFCCC)
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Case: Phillipines

A founding member of the terrorist group Al-Harakat Al-Islamiyyah, also
known as the Abu Sayyaf Group (ASG), was sentenced in December
2010 by the United States to 23 years in prison after pleading guilty to
four counts of hostage taking in the 1995 abduction of 16 people in the
Philippines.

According to the guilty plea, the convicted kidnapper was the general
secretary of the ASG, or second-in-command, under the Amir (leader)
of the ASG, at the time of the hostage taking. The Amir of the ASG had
directed that members of the group engage in kidnappings for ransom in
order to raise funds for the group and to raise the public's awareness of

the group's purpose.




The ASG was subsequently designated as a foreign terrorist organisation
by the US Secretary of State, and remains so designated today.

The kidnapper admitted, as part of his guilty plea, that several armed
members of the ASG kidnapped 16 individuals, including four US citizens,
one US permanent resident alien and 11 Philippine citizens, in the rugged
area around Trankini Falls, near Lake Sebu, in southern Mindanao, in the
Philippines. The hostages, including six children, were forced to march
up a mountainside. Some of the adults had rope tied around their hands
or neck.

The kidnapper informed the hostages that they were being kidnapped
for ransom, and he individually questioned some of them to determine
their nationality and the amount of ransom to be demanded. Later that
same day, the kidnapper decided to release four of the 16 hostages to
allow them to collect a ransom totaling at least one million Filipino pesos
(equivalent to about USD 38 000, at the time). He threatened that if the
released hostages told anyone about the kidnapping, those remaining in
captivity would be killed.

The kidnapper and his group then forced the remaining hostages to
continue marching up the mountainside to evade capture by the Philippine
authorities. Four days later, on 31 December 1995, the kidnapper and
his group released the remaining hostages after a ransom was paid. The
convicted kidnapper and certain members of his group were caught only
through the rigorous efforts of local law enforcement in tandem with the
respective FIU which helped record and trace large bulk amounts of cash
entering the banking system.

Source: FATF Report on Organized Maritime Piracy and Related
Kidnapping for Ransom, July 2011.
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List |1 T8 |

fafar (Typologies)

>

AT FR GE T G UAH FR Gl (A0 IR FEewmepl e
ERILIIE N
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FFATR Y FEATRI 8al IS FRIEAR IHH 00 A0 T
ATAFT U FTHISTHE! IS ATHFR T A qRace arqadl #2
3 Il TN IS99 Ferae T |

faToT |ries faere =1 gg1, ardar, ST AT SeThl FRIEARH]
farsTer STRT A9 q9T ATAqah HRER F=&T I S0 T IT59T
=[ETaT I |

9TEL AT TSN BRIER, T fha= T Widg AT qaqiash
PRaTEATTEEHT ATRAfa® FRIEAR T ST AT g FK AT TRFT
ST FETa I |

TAT GIATSIHAT, ST qaTdR ATadeh T SAaaTIgEHl qardn fqaiorar
ARl faSThel YA, SATdiae @9 aTal Rl HIeAHard
AT &l YOI 3@Ts g ATIAFE qAT e Afagig H7 Ieied

=ETde I |
AAATZAATE g FRIAREE T [AGMATE YT g ATAATS HY TATSIAH!
FATRT SO R Ferde T |

FEIET FHEEH] ATIF I TS LA Hed &A=,
EATATIA o ANAAHT AITE HIAHATE HATRT (hal qgr 7+
dddlic R4 'ﬂSldaﬁ|

AT FRIARAT TATT AT faeiiastes AT A7 o fasiep
SR AR ATTHR, Hed Afalg &% Sl T |

= Afchepl AHAT FH AT FFI(HEe GST TR Tabell Hedl AWAG
¥ faste Sy fafger wH qur Frafteears fawr T T g
TFRAl H fasTeh FANT T e ATHANG FT FEl [ T ATTFAR
g FHET IETN T AT @1 T |

4T & Fa9TT T Eee, deqare, 9feTe Fear qur Afgwe werseed
faatfastes ST 73T, areatas Ot arg qe@rs |
@l UgH iy afac@ssdl el faqeare qar 19 |

faxirar FREREES! Afad a1 A FeRe R T |

FIAT AR ATHAT S @A Giewd, TFAR a1 FFQqrT qam T |
Transfer Pricing (Offshore faxi #=e®dT HATHT IAHT )
TART T |

qg T@r3 |

AT AT TN Afehel ATRE FREAR TH T F AL |




Case: Korea

An unregistered Korean-Chinese Businessman A, and his older brother
Businessman B, purchased Korean duty-free cosmetics without authentic
documentation. These cosmetics were then sold in Korea and overseas via
socialMedia networks, including WeChat. Payment was received into the
accounts of Businessman A, Businessman B and their parents' names without
reporting income.

KoFIU identified that Businessman A's account had a deposit of KRWS.6 billion
(USD7.19Million) and withdrawal of KRWS.7 billion (USD7.27Million)
andMost parties to the transactions were non-Korean. Businessman A's account
was suspected of being an unregistered foreign currency exchanger and
financial transaction information was disseminated to the National Tax Service
(NTS). An inquiry by the NTS into the account of Businessman A identified
that Businessman A and Businessman B sold cosmetics without authentic
documentation (no tax invoices issued) and failed to report income amounts.
The NTS detected they failed to report KRW22.3 billion (USD18.6Million)
in sales (KRW15 billion (USD12.5Million) by Businessman A and KRW7.3
billion (USD6.1Million) by Businessman B) and collected taxes totalling
KRW4 billion (USD3.3Million) (KRW?2.7 billionSource: APG Yearly Typology
Report 2020.
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> I TANT TR, X, b 3E@TE AT aaIqIddh AT o HEerg
ATIRTT R AT (Tagdd) i |

> g3fed awrg fHERW U, 090 ¥MER FEG AAAqEF  EB
ATHTS (MSTehT AT 3% HAHT I3 AT a1 TEITTHT FAeT(d AT
TR ATGHT T ASTETE TEAIIAF ATRAT AT A& FEPT AT AT,
f=il a1 97 T AT IS AT AXAT ATH IS [AIA B
FTH TR AT IRTTHT a7 (TeATg el BTH THETE THAT ATIRTT S AT
feuepr =t |

> FEA H AThATE (AR a1 3% FIFN H & TATIT ST ATIH
a7 fASTeTe TEHHIIE® ATHT a1 A% Bl AT el AT FSTTHT
AT AT ATH IS (AT F FTH TRICHT AT ATeATE HT H1
TS HHT ATIRIIE AT feqwenr AIfA |

» ¥ 2099 #1 "WannaCry" ATH® dTgay ATHHTHT AFAT, I,
AT, AT AT TTHAET TeT S9THT Thel, ATIATA, A HETZA
FFIATEH] FFAIREEH] &fd TAZTH 1Y I FFaewsdl Hard
Drive #T Encrypt TRI &Fa FANTHATATE AT HFIITHT Tao
femare afeara TIRUHT | Freme Decrypt T T FANTHATATS ATHT
FFAETAT T fa TR vobw faaeprgar AifTees |

> g SifedeT T fa e Teta ARTURT gvg 9 URIGAH
Zog] T 9w ot Sifeder T et A S fEuer g7 | S
difeders Tehred SR &fd TATSUH v, A TRIHTHT AT
g affqe et fafa=T S, gvh SETsua & |

WWWW:

» Al AW Hfedr UF, 00¥ FH URwgE ) AT S, ATRIMGE
feaTarema qaT SATORIIF AT (TRIET) TEAT D! T Teehl |
> Ih Gfedel TWT W3 AR FAT ARIgE A fae ar faw
ST AE | Fael ATIRIfad o1 foae faae Fasr s fa,

¥ Available at https://www.csoonline.com/article/3227906/what-is-wannacry-
ransomware-how-does-it-infect-and-who-was-responsible.html on 2020/06/11
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HFAT T AT TR = IATST 8¢ a1 A9 I@ITHT A1 auaF
#T T GO EOR FUAGE WA g | gl AGIIH TR
FTAT ARBI BT G TATST AT ARAHAT F3N AT S (I
e, AT WS ATIRF o fquar &9 q99e 7 &g 7 9 g9
TG ARG g9 HIAAT ATEAT TEH |

Ih FiEdTeRl THT WY THITT FIRATE BT BT, FTaTT Tehl
WG T I FERARAre foR g for a|e W difedars
T27% faqae 7 famit Agereprar Qifeaars aatfae afaafd swre faqa
EELZIRELIN

TFET AW AR UA, 2000 TR & of ATRIGE AT (TFISHA)
[ e AT T TRT & AT ASIIH FTAT T8 |

Feaifgy Aqug, sfwafea qur Fa:

» Convention To Prevent And Punish The Acts Of Terrorism
Taking The Form Of Crimes Against Persons And Related
Extortion That Are Of International Significance, Signed at the
third special session of the general assembly, in Washington,
D.C, February 2, 1971

HEIWTA LA

» (o qEeE TS IR IR qgT ATTSHEN RATRATTH
IR IR T == 05 ) e e e 1 o B e B A e e A B
ALYk AT AN Fatead [Aepraar faeewor gfqaae
ey gare 9 F A |

> |Ffd EIRTOT JEaT faWET: TRfa SR qeee AT
T e |

» AU YEY: ATERATAHR (R |

> AYER affda FEEd: AraST T A |

Red Flags

> difed @rararare! @rareare T8 R{e T G JEeaa Sehdrs
T SATAHTE AqfaT |

> fafearer smumifas BRaTearaqT TomT WU THT YoaeT a1 dqeaeT

THEIIHT AT IocAd I |
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Frafead SAfchars A0S a1 F=T ATARATE 6l THH T3S |
AT HTIHT FAT AT AR HIZTHAT AT SAThehl @TdTHT
JRANT(IF FRIAR &, 9% ThT STEAT & |

GTATATATR] AT a7 G gt T F8a FRAR & |
A9k gHATRl T qfg=d e |

FITh T Y AT AT A=aIad [HebTdel JehTeT TEHl Sanctions
List AT 789 |

STHAT 7 |

T-TATAT THH STHAT T T U 92 ST ATATHT ThH e |

fafar (Typologies)
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ARG ATH FT T THH S[EIST T FERATE AT el g
fafe= ATeaH YR T (T &TH T T2aTs |

FIRATE YT bW SATehg JUITEAT, EUST, HifcTeh TATATRIROT, Avaeifead
IR 4T Al fafussa! T W T@A=R T4 |
TREGTHIR T AT ThH ATEHT fod T fataeT difqe ammes
foFet TRRT T |

HTIRTF ATTAATE AT Tl THHATRT ST FEl HREAR T,
T ST fFAI=HTR T YTFHATS WTEIRI TH |

TR FAAT ATSTAATE 7T TR BIAAT CRATHATTH FIRT T |

A T ITART FHSH Sl AR W Teh Grareie = @rardr
THFHTR T |
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> AAfEE SHAT AT GHEH STeToe® ARHT T a1 qad HY |
T B T SAlhelrs qT3eed a1 ATHIGE Slep Al |

> T TS AHGE Fehilhl THLT AATdd EH | FIH T
ATl AT A dEe T United Nations Security
Council Resolution 1918, 2090 H1 @R[ el | WHATAT ATH{EH
Siheeel T AT THHT R T AT LI I Fraaars
TETI IISTHT TS ATTRT STl TR |

» AT FHEET ASISUR] T AUTTHT THSE THUD AITAHT THISSD
bl UL TTTHT | X ATHGE ShATATS Gifae Tl TIh
I W] THR BT FFd] ATAG T A AqTAA ATAIGH TLh] |

> Tagerar Irfae Sobcl qEEwdT HHR T AUTCTHT o ol TRl
TEHT ¥ faReTAT A1 FEL T AIHT TR FAAT STHT TG AT
TR FEARA SLEIRROT T o AR T (a2 I8 |

gy FAT Fqeqn

> FUTAl SATITRE AT TeToTehl SHUeT FFI=dl UA, 039

> F9TCl 9190 ST (WHTOTA ¥ IASHTH=T) UH, 3039

> Ol SETS &di U, 039

(g Amaeug, afwafea qur w1

»  GIh (T WHH THE FAA GE=T Afate, 963 faeed g
900, 90 T 490, THT 400 o TTHGH ThclThl AT TLEHT |

» Convention on High Sea, 1’45

»  HUTh A GY AT GRUE T PR AT IR Reiaqades |

YEIWTA HLAAT

> fadiim ST TEE: R EIRRT AR qur ATagRrl
PRATRATTHT fair AT AR Faedl or31eae gfqaed ey

T T AT AR AT FAedd [FRHAT faeequor giqae
I B T |




>  Eia MEHIUT JTEea™ @A qreHTRd TS el g
TR TRHT a1 ATAFHN CRATHATTAT fadrd a@maT e
TE] FHIH] AT T |

> AU TEdl: GEAtead TR GEAATR! ATATTHT AT THAT FhAT TUHT
T FHET TR A=A T 6T |

> S afhd ®EEd: ATAS T T |

Red Flags

> AHEE THAT g I AT ANREET q=ATATTH FRIAR & |

> UN Sanction List AT &l AT a7 FFIATET HRER & |

> ATH{aE TR o et 9T giEed g |

»  ®IAmH] AT Ead FREAR & |

> ArEfas el T e 78 |

»  FYh I WY qAT AT ARIE (b1l JehTTH Tl Sanctions
List #7 %@ |

fafer (Typologies)

>  AWiEF ghAEE AT TH GHER TR OFEAT BRArEarT ar
ATAFATET PRATHATTHT TART T |

> TR AT TAET A TR FHEAAS A gomer a1 )i
TTIRHT AT SHFETATRT TART T TR, THATR AT STETeh T |

> fafaet Sfaet TamTeaRor 787 YT AHTSH T AT THHATS T HTATIH
FATAT T |




(W fArdus a1 denfsiest asiRens Ufddyet Uelid Ut (dide
Fafergeiion) a1 ol PRIER (56155 ¢i55) Jddot

SRR

> fadioy grEedT U9, 0%3 I9@R HA ARA ATEGE  THUH
frdroT el qeuAr qE Y 9H Fa WA FEAT ar SHeREwE
HTARAT Taaraaesl (97 FRER THT, el FRER THT, T
JAR A AT, fudad aeiedrs gaifad 9T e BT T,
FRITST [Faues [qUHT, ATAArSiaTh HRER T, STedrst TT
A1 HRTAAT 9T aras #REr WA ¥ fawd, foaero a1 v
A AT AT ARTTHT fIqTaT el HYI AU AT |

» g [@AHT a9R FFERD U9, 09Y FqER 9% fafadaa aeir
TET HAH a7 Wl FRER T T FREAR (kR feg) T
AT TRTE AT F T BRRPl AT IAR =TT Tl gz AT,
PRISATTAT THE a1 ATIE THTE TH], T3, T3 a1 HeA (&R
FATCHT, ¥Fal, 9THE a7 TAd [Gael a7 93 FTHA el fqaxo
JRTITH TRHT, FETAT AT FA T AT ATHHRT AbTs SHTS
HTH AT, SATAITSIAH FRIEAR WAL, fagd faare a1 s
e IXAT, YRl TATCHT dT AHCHT, [GHAT FREAR JUTAHT &l
TATTHT AT AFHT AT TART THT a7 AT IfedAtad HTIHT HEd a1
TECHTEA AT a& [dHT ISR FFedl 8T Tl A |

Tftga T e

> Tadr @ A, 053 I UART qieweE ) A1 fdrdEe AT

FRAR T AT FREAR =l F2 T97 08 ASMIR T

TEH |

o AT FRMAEAR THaE AT FRMEAR THI FELAT [air FHiaTH
ANETHT a7 T AUAET bE AT g G g |

e hI FRIAR, TAHT IAR =emd, frdraa asears TaTad are
FUATAER ST AT Ueh aUGEH s a7 39 T g ¥ T
FTH FREATEIEATE FAATS BT o7 AT g TUHAT T&dT 8T
AT THT RTE(E 9 |




FRTSH [daues fad, A #RER, Sreds W
a7 HHRTHT 9N fIqras #RER T4 T84 | faed, fqawo ar
Aferg S AT AT qHTT e F FIH TS Th A1G 2997
3 I o FUATTET SRS AT 3% UG # a7 g9 aard
g ¥ T FREARATE FAATS &l ATl qUHT Tl i
AR AR5 [T |

FIA U AT THAT el (o a1 fafaas aeifas =msT
O I Aq=Ts fadra fsrer WA, frdros s ar frds
FAITATR! efagae I FRER === T TWRTH] T
BTH T RIS ATherg died T=d g9 dUaieig T arg
T BN SYATEF TR T Fo, |

> T fafay aeraedT U, 09%: 41 UHH TR 3% ¥ ¥O AT @™
FHINTHD! FX TAT TUS AT ATEIT TRTHL:

FTH AT AT FRIAR AT THT FREAR (FHAT 2€) T aT
TRTE AT T T FIREN HAHT AR AGE GFIedl L T
AT [oRT et AT favir w=Te fomir aHifsTHa! Jearr 2
feriT FEERTHT 9T o1 FYATAF G ¥ 9= FHaeT %4 |
FRIEHAT TAT T ATTE T I AT a&q FRH Gieg al
formT qET9 AT SEYAS AT AT I (HeAl a%] HIRH
TR HeA T3, T3 a1 Hed (¥R gdre 9% (a#a
TARATS TATIAT I F¥e=d] IR T Afchels (ol Geleh Al
forTr w=Te forr srwifsrAeT e 3 fomil TgasE =) g
T ARG T R qTGHH F4 |

a%q (v ig aoRET & aeqHl AR TIH FRIEAT TIEH]
@ T SETIAHT AT AT FRIAR T AT TITITATT HT T
AT ATHHRT APTE FRINST HTH AT, FAATE AT AT
TS a7 FIAATE AT AT o FTaiaaael SHrrs gat
TANT AT AT F=AT I Jiafgel qeadnT T, AT
SATTAT AT e FTH AT AT FHAATS FHRITTHT T AT Th
PRIER AT a7 ®del A7 T a7 J9 TS0 oa=bl a9
a1 fatqas aHife| TEw fa@a, faarer a1 afaerg 7t T,
YRl FATCHT T AHTHT AT THwl FEX T ATchdTs (@
G ot w=Te famir awited SAfearer ¥ fomir e 9
ARG FYATGEH FREMT T A qUGHT 7 |
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o FHIATT B[ AT TATSH Sevdd FAAAIT T Tl
THRT ¥ STHITH TATIAT TReb] (AT FRIER JUTATHT &ic
ATCHT a1 EH TAd AR TAT dT qod] FR T
fehers fov GerebrAT fomir W=7 formir sHifste STRamr T
FerTiT FREAehTHT 39T TG FUATAFH ST T Th qUAEH 33 |

o UFA JIPURN FHTHT FAATE Hed AT T TEATEA AT &
FEX T AThdls A& FEARATS & AT IH! ATdT T |

THT 3%, THITTH FHR T ATRETHTE TATIHT AT AT ATHTTS

T FRATHT TANT T FE THT 3%, THITHEBT FIX THT FET T

fch, ATATTIT UT WEATH] FoaTedeh, TRMIRRT AT FHATATS

oI bl AT el |

TEIWTT LA

>

>

>

>

FLARTH T AfRT: AT ferevost ae: Jore ot see AR
ATbehl  ATTBNI HEREAT FFA(IT ATk a1 FATEd ATITH
e, T, ST (@ a7 ATaeTF HIS, [qa30r q97 ATqer@ q0 T
FF; HETHT TeTehepld T FTAX T AMBURT Tefcheblad T AR
TIFERT AbIAH! T [0 o1 ARTATHAT HET Tl T T |
facita SRR T IRl &R qUT ATTFHRl BRATharaTH
faira o geawdT 9TeTRae gidded uT W, faeerwer a9
AR AT AN Gatead [Aeraar fagewor gfqaae
ey gate T &1 9 |

T EHTUT FE [AWRT: FFId T8I qadl e
T e |

URRT afherl FEA: ATTITAT T 617 |

Red Flags

>
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TS G GTAT Gleal AZATHIE AT AHTEIT IRTATHSE BT
YaTH T ¥ "l PNSATAEeER] THIUE T AHES & |

UTEH ATHA FTHA ATX FRIAR ITH T8 |

TTEdhd! IRAT AT FRMEAR FEIHT 9 ATTHRRT HFGT SRR
FFIST AT TETHE g, TrRaedl 78 |

AT AT FFEHT AR Tdd gl 9THeE ARl Y& T ar
ST Afa |
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el HFIATRl AML/CFT S qTd= H¥e=g# SATa9qeh =4l
@3 |

TSl T4 3o HAHT fal @iva T bl 96TaTs 9 Hedal = |
YTEeHRT AT @Il BRIAR YTEhHl IRIGATET Fih 5 |
Market Manipulation 9 |

A (I gATR] T qiE=" A8 |

I A T AT AT ARIgd e Jahre Tl Sanctions
List T 72 |

fisft FwEEw qEwEE

>
>
>
>

S g WeaT AMte deawTias e9H1 faar @i g |

AU FFIAIH] HRICHE BT A=3T e faar @ g |
HEEUl FHFIAIH] THRICHS AU =T e forar fashr 19 |
ferdirept @ AT [aRTceh! FRIERET ThId AT 3= & |

fafer (Typologies)
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T ®RER (Insider Trading) &1 T THH g9 T |

fordrerr er a1 %W Hears T HRER T4 |

FrTeTaT U1 TATATIROThT AESIeRUTRT SATNT TedTeh fIdT PRI
T ATTHT FITReADT ATAROMET JTATEY THH AT 4 |

forIdi #RER YUedieme FRER T |

FE AT FRERH! GrAT (IR T9 T FRER T4 |

fafa=r a=q faf g asier JoRHT S+ AT Tal Al a9 |
Pump and Dump, Share Cornering T &t T o |

4 Use of securities inMoney laundering schemes, Typology research available

https://rm.coe.int/committee-of-experts-on-the-evaluation-of-anti-money-

laundering-measur/1680714158 pn 45



() Urdiol IARD JAIJI0T JAddoEh
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T THRE ATl AT, Hel, (G, ATl a1 TATIcaHATH]
TP Hecd AeT AiG TR, =%, a1y, Rrarda, 7, T,
faer, =@ afa gehra |

YT TR G0 UH, 093 THINTH Y= TReE T 38T,
FHAT, (a9, ARAFAT ARATTAFATH T HEed A& Teh I
Y ATEH AR TRF, ¥7, a7y, Rmarey, 78, T, [9er, @
ATfe FFHT T T 91 TR TARE Teehl IS T NG AT AR
it fafiTe Hed IeT T APET FANSUHT a1 Teb FATHIAT
JATI TIAT FAEIT ATHS T&AT a7 T T G ATAaairen
I, YT THRFEED! TG, TR AT GHIATE STATS |
TN RN & a1 T U9 I9MHT AT a1 IR gedAtearad
FMAAT, gEATAGd I, T, RTATas, arad=, #1ss9, Ao,
ATSIA, HRTSIA, HAT AT UfdeTde TeAT Tdehl aT Uldelideh e
ich FYH TR T AN AThel FANT Tl &, 71, FIS, HIal,
EXIETE, BT, Hd, HIST, FNISA, a1 MG a1 Adgl W ATFYH
TF IATUHT UXHT F HecdTU ST a7 & GXAT JIANT IRTHT
T AT AT A AT TAE AT A, T AT AR, T,
STTfeTeh, TTwel, TATAR TPl Fieh(dq T Graifera, quTel TRepIeel
AT FHIHT AT IASTTTHT F=AAT TRIRTA T ARG TEGHT |
TIETT TARE AT Fael AT g WRTeT STITAT a7 BR AT
qaq (9o Tl a1 |ifad AreERHr aREdd g T ATEl BT AT
HAH! HHA, TT9E AT AHAII &N FAT &ATATHR TR AT TATRT
HHT gq8e AT qAHOT T 97 |

ITET THRBH AHI () TATA AXHR THAST ael G
THRFATs ATESAAE JEE TRE T Aol Jr=6E WRE T T8
fepfamer afieheor 9 Fa | (}) AU ARBRA YTEH THREATS
HEd I =R fRfawer afie=or 9 I |




»  dESE 9T WREH @THE RIAE [qaETET @ | &

AASE G TARFEwH! A, AT qa7 WviigR Rae
farsRTel T |

> YT THREEEE! TR BTAT STAT FANT T a9 AT T AThea

THHATS BTAAT TS FAATS TFITT (AT TrIAT HHT A |

»  Uifed TRFeEH FAANIERd ®IHT Jafq@d T al FART W

FATgR W [T a9 TRl g2 A |

e wEAT sqaedn
» U TRE WU UF, 093 H TRI 93 AT GrEE RS

TRETETIT ATThT AALAT TRTHT | BT YT THRFATS T
AT, ICHITHT, EETUHT, URRFc THT, fa&9 IAT a1 Fel AT,
F GTAA THREFATE AT FTHAT AMTHT T 7% e [l
AT AR TATCHT, B RIA1cas J&qaTs "5 AT, SehTTH,
faeq 9T, FRN AT AT FATIRd EIHT ETTHT a1 qieadd T
ar e fepfaHer BT AT IET AR AT HT | AT
I WRE T RIAlcasd g%q a7 FRATR IR, @R (@l
[T a1 |ueHT yiaasy S |

HAIEd AIevg, Afwafea qar w1

» The 1970 UNESCO Convention on the Means of Prohibiting
and Preventing the Illicit Import, Export and Transfer of
Ownership of Cultural Property

» The 1995 UNIDROIT Convention on Stolen or Illegally
Exported Cultural Objects

» United Nations Security Council Resolutions 1483 (2003),
2199 (2015), 2253 (2015) and 2347 (2017)

» UNODC: TheProtectionand Preservation of AncientMonuments

» UNESCO

TEINTT L=

» AU GER, WAd QW 9" SRS JR0 el Haeh!

FAFATT T |

> fadfm S T R @R 9T ATTFERT PhaTeharaH T

foirr o gweedT oT3TeE gfdeed ur T, faeewer T ¥
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AEAITF ATAATAHRT AN FEaread [Hepraar faeeror gfqage
fTeey gaTe T FE I |

qHT EIRTUT SATE fAWRT: T G0l Feedl AaedT
T T |

AT TEL: AR [HbTY |

LA AFRART FAAA: AT T (BT |

Red Flags
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fer THRebT =T I3, AFunfvies fosT el & |

UEheh AFITT a1 G qitd T Fda FREAR & |

A9k gHThl T qfg= e |

TIh A TG AT A AT (b TH1eTT Th Sanctions
List {7 789 |

fafearer =M TR W& IERAT YoAe Al AUcel FEIed e
AT I T |

TehH STFT TR |TET fae o1 craent wel e o fafver saftheset
ATHHT THH TRHL T T I |

I T IYART FH(SH Sl AR W Teh Grdreie 7 @rardr
TFH T |

STEAT T |

T-TTHT THH THAT T T Tk qaF ST ATATHT ThH [Ra |

fafa (Typologies)
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T THRE qHA HHL T THH T2TSH T HIATE AT TH
g fafa= ATeTH JART T TG T,

FIRATE YT bW STehg JUITCAT, EUST, HifcTeh TATATRIROT, Avaieifeaa
ATIR TAT ATEAF (Afgaeehl TART T THATR T |

=T TARE Gl FR ARET SIH THAd a7 fAorer g8 4T
T &I AATeEH THE a5 FaY T4 |

U H{qhl STHAH Tl BRI aAqrgd, Al s a3
FeTAT T repr fersht faawer 1, Erane sfeia TwHers I wEaer
ar arard frataar smenfva awafa agreoer faf aueg T
TILITAT TEeh! @IATHT AR T |




»  Wdlica®s HEcdd! ATHTEES AFod THEATERT =<l T Alehl
TR T, TR TaT ard T qran foars, g fager A,
I =B THIR T qTUhT THATS [aa9Teh] STehHT STFAT T ¥ &l ThHTS
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Agenda 21

United Nations Forum on Forests (UNFF)

Member of ICUN:Main aim: conserve biodiversity to improve
and secure livelihoods
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The Mikocheni Seashell Syndicate

On 2 November 2013, the police raided a large house in the Mikocheni B
suburb of Dar es Salaam and uncovered a haul of 706 ivory tusks weighing
over 1.8 tonnes, valued at USD 2.5 Million. Three individuals found at
the house — Huang Gin, Xu Fujie and Chen Jinzhan — were detained at
the scene after trying to pay a USD 50000 bribe to the arresting police
officers. Based on evidence identified through the raid, police intercepted
another shipment at Zanzibar port with 2.9 tonnes of ivory, valued at
USD 3.4 Million. The latter shipment was en route to the Philippines via
Singapore.

Use of import/export front companies: The syndicate used the disguise
of front companies importing garlic and citric acid from Asia and
exporting seafood/shells to hide the ivory trading activities and related
financial flows. Notably, one of the controllers for the ivory syndicate was
registered as the director of the export company.

Complex network: The group relied on a wide network of different
actors. Two Tanzanian nationals played the role of ivory dealers — Salvius
Matembo and Julius Manase — and were responsible for poaching and
sourcing the ivory from local parks and neighbouring countries. In
addition to the local coordinators, the syndicate also had different
members that were responsible for packaging the ivory for export at a
location in Tanzania, and local port facilitators to ensure the shipments
made it through customs controls in Zanzibar, including, as alleged,
employees of the Tanzania Revenue Authority.




Other payment Mechanisms: during the raid on the house, large amounts
of cash were discovered which suggest that the syndicate used cash as the
primary payment means for local members. For the controllers and end
buyers, financial transactions were made primarily through international
wire transfers between suspected shell companies established in Asia and
the import/export companies.

Outcomes: the prosecution of the ivory dealers is ongoing in Tanzania. In
March 2016, two of the ivory packers were convicted and sentenced to 30
years' imprisonment plus five years for the attempted bribery. The three
identified controllers fled Tanzania when the case was uncovered, and are
listed on INTERPOL's red notice database of wanted persons.

Source: FATF Report Money Laundering and the Illegal Wildlife Trade,
June 2020
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HHT =l AT o, ware foet e |

e STaETAEE 4o el WA ERER AUH Shad |
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forafaer AddcEn

SERIEYI

>

fa=@ amERT U9, 093 AR “MHar=m’ 9= digae qdr
TS, YT TR I qIT AT TEHT JaTH! qar=+ T I9-
fat=arg smrs |
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TR FIAAT TeRel Fq9T fae] a1 fefeers fare qeeredT #&y A |




The Watergate Scandal

On November 7, 1972, President Richard Nixon, a Republican, won a
landside re-election to a second term. Two years later, he resigned—the first
president in history to do so. Nixon resigned because of “Watergate"—a
scandal that began with a bungled burglary and ended with criminal
charges against his closest aides and demands for his impeachment.

Early in 1972, Nixon's aides were working hard to make sure he won the
election in November. The Committee to Reelect the President (CRP)—
headed by John Mitchell, who had just resigned from his post as attorney
general—was raising huge amounts ofMoney and working on plans to
undermine the Democratic candidate. One of those plans, proposed by
CRP's special counsel, Gordon Liddy, was to break into the Democratic
Party headquarters. John Mitchell agreed to give Liddy $250,000 from
CRP'sMoney, and Liddy, with his partner Howard Hunt, began planning
the burglary.

Source:  https://www.crf-usa.org/bill-of-rights-in-action/bria-25-4-the-
watergate- scandal.html

iy Aueue, Afwafed aur &

>
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fHar=d (FEx T9r 99id) UH, 093 |
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GIATATATR SFFAT AT GeTel it T qHa FRER 8 |
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THHT T |

STHAT T |
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Z ATRTHAH FEAT TATIATHT I¢9T T THHEHT TANTHT qTacr Ao
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HATTS RO Fahaw T I=d G EH TAHH TRFER AT I |

YV VV 'V

Use of Underground Money Shops and Local Banks to Launder Drug
Proceeds

OnMay 9, 2005, fifteen defendants involved in '5.12' transnational drug
trafficking case, which was jointly investigated by the Chinese and
Malaysian police, were convicted of drug manufacturing and trafficking
and money laundering by the Intermediate People's Court of Quanzhou,
Fujian. Found guilty of money laundering, Cai A was sentenced to three
years' imprisonment and a fine of RMB 330000 yuan, and Cai B was
sentenced to two and a half years' imprisonment and a fine of RMB
175000 yuan. From August 2002 to April 2004, the drug dealer Cai C
had transferred the drug proceeds from underground money shops in
Philippines to their counterparts in China. Abetted by Cai C, his relatives
Cai A and Cai B respectively opened accounts with their own names in
the local banks and deposited the illicit money in these accounts. The total
amount of illicit money deposited in Cai B's accounts was about RMB 3.5
Million yuan while that deposited in Cai A's account was about RMB 6.6
Million yuan. Afterwards, most of the illicit money had been used for the
purchase of vehicles and the election of local village chief.

Source: FATF Report, The Use of Hawala and Other Similar Service
Providers in Money Laundering and Terrorist Financing, October 2013
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> MREa a9 g qur gear Mied g9eER Areede aw
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q&F, Frairc, ATATST AMNG ATHASAH AlBIT HITHEF! ETH
TEHT |
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Freaifgy Aqug, sfwafea qur Fa:

» International Telecommunication Union (ITU): specialized
agency of the United Nations that is responsible for issues that
concern information and communication technologies.

» International Chamber of Commerce Advertising and Marketing
Communication Code.
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T T TRl BT AR EH |

» T AR T, 043
RAAR FATATs TRIAl ¥ FAqAT FATSH, THASAR Yardq il
TS qHA Fa™ RIS ddT F&dl qardrs Hatad ¥ sared
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Case of United States

An investigation of individuals operating an ARS revealed a Method
for converting large amounts of funds into commodities. Funds were
collected in the United States, placed into a corporate account with a
US communications company and used to purchase pre-paid telephone
calling card personal identification numbers (PIN). The PIN numbers
were then sold in Bangladesh, thus converting the commodity back to
cash prior to distribution to the intended recipients. Storing the funds as a
commodity via the corporate account allowed for the movement of funds
without utilising the formal banking system in Bangladesh.

The subject of the investigation wired the collected funds from the bank
account into a corporate account with a large US telecommunications
company on behalf of the ARS operator's Bangladeshi counterpart.
The Bangladeshi counterpart controlled the corporate account. The
Bangladeshi had set up the account based on a previously established
business relationship with the US telecommunications company to sell
phone card PIN numbers in Bangladesh. The Bangladeshi counterpart
used the funds that the ARS operator deposited into the corporate account
to purchase phone card PIN numbers from the US telecommunications
company. The Bangladeshi then sold the PIN numbers in Bangladesh,
thereby generating cash in Bangladesh for distribution to the intended
recipients of the money service transfers originating in the United States.
The scheme involved the transfer of USD 200,000 to USD 400,000 per
month.

Source: FATF Money Laundering and Terrorist Financing Typologies
2004-2005
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AAET AIgUe, Afwafee qar wA

» International Covenant on Economic Social and Cultural Rights
protects right of physical and mental health, employment,
education

» International Labour Law

» International Labour Organization's Labour Standards
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Example: Australia (NPO)

An NPO received domestic electronic funds transfers from multiple
third parties, and frequent large cash deposits into its NPO account. The
NPO had links to a religious organisation that media reporting claimed
was associated with violent extremist views. Some entities transferring
funds into the NPO account were reportedly linked to terrorist groups
or entities. While the majority of the funds were traced as going to local
charitable activity, some of the funds remained unaccounted for and
raised suspicions about their ultimate use. Australian authorities continue
to monitor the NPO's financial activity.

Source: FATF Report, Risk of Terrorist Abuse in Non-Profit Organisations,
June 2014
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Example: Shell Company

Ms C was the owner in charge of Company S which conducted a triangular
trade business by purchasing timber from an Australian company and
selling it to China. From November 2016 to April 2017, Ms C established
three offshore paper companies A, B and C and instructed employees of
Company A to forge documents to sell goods to Companies B and C.
Forged bills and invoices were then provided by Ms C to several banks for
export negotiations. These transactions were enabled and USD 891,823
was provided to Company S. Ms C purchased goods from Companies A
and C in the name of Company S and provided forged pro forma invoices
and credit to Bank H. A loan to the value of USD 1.49 Million was
authorised by Bank H to Companies A and C.

Source: APG Yearly Typologies Report 2020
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Use of an offshore company to buy real estate.

A bank reported a person whose account had remained inactive for a long
period but which suddenly was inundated with various cash deposits and
international transfers. These funds were then used to write a cheque to
the order of a notary for the purchase of a real estate. It appeared that
the party involved had connections with a company in insolvency and
acted in this way to be able to buy the property with a view to evading
his creditors.




The final buyer of the real estate was not the natural person involved but
an offshore company. The party involved had first bought the property in
his own name and subsequently had passed it on to the aforementioned
company.

Indicators and Methods identified in the scheme:

¢ Instrument: cash, wire transfers, real estate.

* Mechanisms: notary, bank.

* Techniques: personal account, purchase of real estate, incoming wire
transfer, dormant account, offshore transactions.

* Opportunity taken: use of an offshore company to buy real estate. It
appeared that the party involved had connections with a company in
insolvency and acted in this way to be able to buy the property with a
view to getting away from his creditors.

Source: Money Laundering & Terrorist Financing Through The Real
Estate Sector, FATF, 29 June 2007
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Offshore companies, Legal Arrangents, Shell companies,
Property Management Companies, Non-trading real estate

investment companies 8%l TN I |
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AT G JATEL:

Proceeds of drugs used to purchase chips and claim funds as winnings:
Offence: Drug importation

Jurisdiction: Australia

Technique: Chip purchase and cash out

Mechanism: Casino
Instrument: Casino chips, chip to cash transfer, casino cheques.

A cargo consignment addressed to a person contained approximately 3.4
kilograms of black opium resin, concealed within the contents.

1 https://www.acamstoday.org/lottery-and-money-laundering-a-match-made-in-
heaven/



Further investigation revealed the person to be a regular customer of
a casino, having conducted approximately 50 betting transactions,
predominantly chip cash outs totaling AUD 890 000. Very little casino
gaming play was recorded for the person and it was assumed that he used
the proceeds from previous importations to purchase chips and claim the
funds as winnings.

Source: FATF Report on Vulnerabilities of Casinos and Gaming
sector,March 2009, p.n.30
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Mugabe hits the jackpot
Zimbabwean President Robert Mugabe has won the top prize in a lottery

organised by a partly state-owned bank.

The president, who last year awarded himself and his cabinet salary hikes
of up to 200%, hit the 100,000 Zimbabwe dollars (about $2,600) jackpot
in a promotional draw organised by the Zimbabwe Banking Corporation
(Zimbank). “Master of Ceremonies Fallot Chawawa could hardly believe
his eyes when the ticket drawn for the Z$100,000 prize was handed to
him and he saw His Excellency RG Mugabe written on it," the bank said
in a statement. The lottery was open to all clients who had kept Z$5,000
or more in their accounts during December. The bank said Mr Mugabe's
name had been drawn from among thousands of eligible customers.
The prize would represent a considerable amount of money to most
people in Zimbabwe, where minimum wages start at less than Z$1,000
($26) a month, and where half the workforce is unemployed.

Source: http://news.bbc.co.uk/2/hi/africa/621895.stm

Black Market Price Bond Dealers

The person involved in the case black market price bond dealers in
Pakistan a bid to fool investigators into believing he had won legitimate
prizes.

The article from the NCA explains that winners of the Pakistan state lottery
have to wait several weeks to collect their winnings. Because of that, some
are willing to sacrifice an amount by selling their winning ticket to an agent
for a lesser sum — which they get immediately.
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The black-market agents the sell on the winning tickets — forMore than
they are worth — to crooks needing to launder their criminal proceeds,
who then get prize organizers to issue payment in their name.

(Source: https://www.int-comp.org/insight/2017/november/money
-laundering-the-pakistan-lottery-typology/)
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