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Application Software Review

Reporting Module Review

Database Storage and its Security Review

Network and Operating System (OS) Security Review

Business Continuity Review

Physical Infrastructure Review
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Service Level Agreement/Annual  Maintenance
Contract Review

Payment Gateway (SWIFT) Review

Network (LAN/WAN) Security
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Security Testing




¥, R Y41 JeEHH! Jaar

(Desired Eligibilities, Knowledge and Expertise)

1. Reputed national level audit/consultancy firm performing information system audit for
at least 7 years.

2. The proposed team should have at least four members.

3. It should have a chartered accountant and at least two members are required to have
international certifications in information system audit/IT security audit and all the
members are expected to have seven years work experience in relevant areas.

4. One of the members having worked as a penetration tester for banks and financial
institutions would be a plus.

5. List of permanent professional staff along with CVs of relevant core staffs showing
project wise experience with exact time duration of each project.

6. List of similar works completed by the firm during last five years and similar works in
hand and the volume of annual turnover for the last five years.

7. A certificate assuring that the firm is not blacklisted by any government/autonomous
body.

8. Audited statements of accounts for the last three fiscal years.



