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(%) Issuer T Acquirer T3¢ TXIT STAT HATGS FRU qEeh HRIAR HUH]

bl fa (T+1) o9
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(W) T el TR ferg v faxira & yare a1 |
QIR GSATTHTRT AT g1 AT AaTHT UTEhaTs ATag e Fems
arer fadiaar, FRER Tl faqae Jar Yok, FRORE ST, FRARE FHAT
H GHET THAT JHE FEINT I T G T qieb AT AT (e
W FIAT SwG T AEHIT FRBIAHT T g |

AYMHT ST HCH SIH [aQqrere goarad Tl @R FHIHS! &R
HAT JIATST TS, -



Q) ATATTANT FEATS greXAe Afepy T WgA SFbF TUMRNHT TAThaATars
AAE TSN AEHA [FaqTeNe AT FART T/ ABRT AAARTHT Gers
ZET AASIURS | WY, ek Wgd (g a1 oA Sipy qraer
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TRISIA e faarey g |

() YT TAAT T TAHATH EFAT TT JHATE JNPUHT PRI IHHPT QT
T Il AT W FRIGRAT g T SIEH 9y T SRR
dar faiRer TFeT | FRER S Q91 998 T qa1 FaedT EHaT
TR TR JeE T TS |

(3) M FRERS audit trail F Sfaqd =aeqr fHarsToEds | Audit trail
tracking #H TIANHTHA T® W@IW qUAT  GeEAE Login T HTHT
FRITREEH! FETge Report TAR T4 FFLT FHATGTING |

(%) SRTI FRITRATE AR, GRIAT AT Faa@e g SArSTeH AT JUTAHET Login
&l ¥ Electronic Payment Transaction Authentication T3 &HRIHT T8 TEh!
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() FWW Feme Ay, AaEd Stey, a0 AEAAE STHUEEATET TTH
YHTHE FRGRESH (Fax0 qha foid e g Afaes Sude
RIS TG |

. T BRIER I HUYL ATTad AT I ATEhATg debld SMS HThd
Il fequeg | @y, Uedd ag Al e Ry AN WA @ 996
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ToATAT TAT YA AALAT FHEIIH] hTAT 9T HRITE UF, 004 HI TRT ¥4 o
feuepr arfae 9T T TETeRT G ST MRUHT B |
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Q)

ST fagdrg AehTIhl AIRATIAR] AN e FTARTT =T TR
TS, | GEAThl FoATAd A T Iod FALATIAAd AT Gfatg qqr
[ Tl FEedl AId, HTAATSAT TIT ST@GH ATl (HATHT AT
T 998 |

fagdra ehTl GUTeliel QRET q9T S FaeaTad FFegHl ATdaD
AT ASTHT TR HFITHT JETAHT AN TaH IBRANTT a2l T 998, -

(%) Physical and Environmental Security

(@) Hardware and Network Security

(1) Logical Access Control

(¥1) Computer Virus and Malware Protection

() Audit trails and System Access Management
(=) Authentication of System Access by Customers
(s8) Exception Handling

(§) Patch Management

(%) System Audit

(37) Backup and Archival

(€) Outsourcing Risk Management

(&) Customer Data Privacy, Confidentiality and Grievance Management
(¥) Incident Response and Management

(@) Cyber Security and cyber resilience

(I) IT Operations related Provisions

() Information Classification and Access Management
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() Information Security related awareness programmes for customers and other
stakeholders

(%) Status of Electronic Payments related Workplan

AP goarad AHIqE I SRR JUCiiesl |Rem q9r SieH
AT ATATS ANHE FTTHAT FTHIET T ATGLIFATTIR qIHATST
T 998 |

AT HRIAREH] AT TTH @@l AT HT  Information Security
Officer T TTHT G FHAT AIFITE | STh FHATIH! FIH, Haed, A
¥ AT TS BIHT AMBTHN g TG |

R FHRER AT ITHUHT GRET THRIEHT

S

®)

(¥)

TR JUMIe! GREATHT AT HRAT 9T Firewall, Antivirus/Malware

Detection Software, Intrustion Detection/Prevention System, Monitoring
/Log Analysis Tools/Techniques, Cryptograhic System N FaT ﬁﬁﬂ?ﬁ
T |

YT AT FRIGRS! AT TAAT g THU FFYEX AT STHINEEHT
Audit Trail # It e s = |

AR FRIARATE ARTGT, R TAT fqeaqeirg FATSHaT AT Electronic
Payment Transaction Authentication T&T FITHT g5 TEhl FHIUHIT (Two
Factor Authentication) qMR=rd g4 =yaear fAared o¥g | I3 el
JHTUTTERRUTERT SAF=AT ITHRUTAT Login &1 ¥ Password GREHET AT THA
T 948 |

YW YOSl Database T Update 9 Back-End w18 &8 Access
TR AHINE (Authorized) FHAID! & FRMMAT AT T el

frereT Ty |

FEHATRT HHMI FRIEAR FoaTdd T ATHTITITT FEITA BRIEAR. 41
A9 Payment Card Industry-Data Security Standards (PCI-DSS), EMV
Standard, EMV Contactless Standard &7 F=RItgd FTAAT FeA(oAd
HAIIEUEE® AT el g T |

Card Not Present (CNP) ®RIARb] FHAT EIYHT AT STH
Higa/gfae/fug FIESAT TqUFT wAfdieh FoATHT AT 3D (three-domain)
Security YIRT 1 Authentication T+ T+ |




(©)  FHISHTRAT ShIMI AT FoaATaAd T FEATT  Card Personalization and
Dispatch, PIN Generation and Dispatch, Card TIT PIN Delivery Il
FIAEEHT Irad & FALAT AIATIA I, |

(5) SRl FF@l $RER T ATAQUaara GeesEd 1SO 27000 series
AR FRAAT 1SO 27001 HIIRUE TR T T |

(%) BXF WA FIAT Gl GrIgHT ATHEHE Ferddal FHE  (Information
Technology Incident Response Team) & TFTQ TS, |

(Q0) WEATH! YUTATHT F [hfaHe T Agax AHTT T AATIRd qga 9THT
gfaerva Arer g fgeror T fARTRIoTRT AT TRATA =ATART  HaHh
fororgT Tt STHeRl a9 dHAT RIS T4 |

Q1) FFIIR TRAAID! TR/ GRT TH TG

(F) T¥ ShaTe ATAATAIT FEATEE  ATMIHINE  (genuine) HFaR
JRAIR ¥ ETSadR AT YN /@G T T4 |

(@) Rl AT ISF G¥IEEA ATl 92ad7 Android, 10S T9T Web
Platform #HT TR Tl_gf TS | GT%, 3th I FUTE® Operating System
Update STURRT STa9dehal A@R Update Release ¥ T, |

Q) SRR FRIAR T ITHVH! TRAT HARTA T TFIg FHATAAS ATaA5
T g9 fawar frafra arfawer sraen faarsy o

3. PRIER oA GEI=HT

Q) TR BRIEARS FREAT qIT SIEGH FGLATITHT AT Disaster Recovery
Plan (DRP) TIR I HATEIA I | DRP AT HRIHT @IIH [qudes
THTALT AUH §T IS, -

(eh) Data Center (DC) 9t Standby Site/Disaster Recovery Site (DRS),
(@) Data, Power dar System Back Up,

() Recovery Time Objective (RTO) ¥ Recovery Point Objective (RPO),

(%) TTSTAT HTATIAT T49T Incident Handling,

(%) DC T DRS T WUHI Data &l Transaction T4T Data Integrity,
(=1) F=AThT GRET, T

() TSTATH] ATAIE TAT ATHEHE TIET |
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T At TOET PRI fqaRuel Backup 99T Archival T

QY ATAAFATAR FIaRorer A=A (Restoration) T =a=T faTST
TG |

T TREATHT TATHIART AT AT BRIARE [FAHT A= qon
ATAIHAT AR System Upgrade ITHINS T bl ATAITH  SITABR
Tedhdls (6 I |

ATHTAT JUITST hRIARHT System IUTed IRTIT FLATA System Upgrade X
AIET  FHEgd I 99 YRRl BRIARAT  AGAad  aeTiad

SfEAATs 3T T AT TUTATRT TR T I, |

¥, Hﬂn‘ﬁﬂ' JUTTeAl TIRETT (System Audit)

Q)

(R)

AAEIAIAIT I (S qar faxira Gwear amger) o AT AT WEHT g
Y YR qUURS YRTHT JOTTeireh! TLIET0T (System Audit) TRTS 79 SeRHT TTep]
giqaad 9T T NS | ATI, ATk System FIARATIH AT System Upgrade
TR TITATHT Gk I ATTE FHAT System Audit TRTS ATTdE a9 FAET
qURT & HEATTT a9 FHAT qiqasd I T 98 | A IRIE &
FEIHAT (FTTERS [augasdes GHlcTH &9 I -

(ek) User Authentication,

(@) ATNE TIT AT TeTare JUTAHT [ o AT SIEH,
(Y1) F=ATRT FIET, TUTAT (System) HI HTHT Vulnerabilities,
(¥) Database and Transaction Security,

(%) Network and Hardware Security,

() Disaster Recovery IFI=dl Sa=AT TAT HTATATTR] AT,

() JUITAT (System) HT TcH& Tae A Tl IITA qAT ATIRE®,
(3T) Unauthorized Attempts &7 [qaRUEw,
(¥F) JUITET (System) HT T#ATIad SEH 9T |7 =4l [qarues |

TRRTAT JUITCAT TIReToT (System Audit) AT T AUHT FRRATEE FER A
AT TS Sfeh, TRTAT JUITAT [T SRRl RIS T |

90



AU AL b
FRTAT JUTTelT T

AT, e 7. ¥ /09
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YaAHvE FEIIHT THTAT T BATE UHA, 004 P THT WY o [qUbl AfIBR T
T TETIHT (9T STl ARUET |

1.

ATHITIAIT TR Yo YRTIF GLITEEA UThehl aATASHT FoIAT HUH F-HAl
(E-Money) &1 FRIARHT HgATe T FATSTAHT AT G Febehl FTHT T HIH
T T TG SFATE GANTATIIT ‘F AN SHAT Gg G+ AT @i I |

SETART AT YRT T ‘P’ IITR] TRET AT YdeTHvad Sehebl FTHT JERIAT T
I, |

Q) TG Sepepl AT qaedr a1 I SIS dfepuepl =IAaw =Rt gl
AT YSITRIT PTAH STk,

() &k Alswrd ATRTHIET A&,
(3) ﬁﬁ VWQ~ ~ NN N ? f\‘3:|_>|'\\y

(¥) fovra 3 iy o9 Sware 9RI ‘S qur o Tearer ofre gamreeE
FRATeTgFT” fafTaaTaell STHITTHS! FRETEl AATH T

YaoHve oF ¥ ORI GrI=dl HA TF GITEEAT Gead=2 @l Foarad T+
qUepl g TERIAT 79 SHAT J9T T I+ |

fair aToie Fsaee TRRST & qar faiig GeaTess qeaAT ST R 3-
HAT SRTERB THH AT GEATHT TSN Gg GraT Greil AT THY ¥ WET Grarane
ST PRSP Fedie T 48 |

- (o aree) Ay 1 IS YSAAT GIAHT WHT HIoard THH HT
Afge A T F-AAT S IS, |

YEFA A HF I FRGR IHIR HEE g1 TIPAT S FRITRH
TEAGEAT AN TR TR T B T SR g |

e qur fadiE SeTe o W AT e aeE A LT AT 3-
A a9 ATACHT GoIAT ATH THH SRIAIDT qMacd i g arae
ToAaF YR A | I A WA LT STRTT T AGBHT SThTATD
s i Jeade dHdl g8 |

11



. YIAATE JHAT WP T-HAT A9 AT QA (BT HEX FRBTT/Feghieel i
AT T4 AT SFTATTA T P THH SATH AT g G T Qe
JHHT ATH! TG ToT A &Y Gram (Call Account) | IT&T TG

Q. T YadAU~Z GTATATE UTEh THl BRIGARST BPGAE ATk 7T FATTAHT
AT GFRT T a3 BT |

qo. AT ™ Fouem T % qur el s fagdE e @-A) R
YIRS GIAT T RAEE AfPTRT SATHT T I |

9. TG bl THA TTHAHT TST HUHT GRATHTR A AHATE HRISTIER! AT
YaAH=T FA TF SHATRT &S, |

1R



AU AL b
FRTAT JUTTelT T

AT, e 7. 4 /09
fa=i ATerHaTe MRA FRER AT A0 e gaeT

T ThaTE ATHTIAIT qRTHIET FA T GEAEEATS (aedid qreadare Tiee

FRIER AT TAT Mob GEIRIAT YIhTHT AT BT T, 09 BT THT WY o fqTar

N
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Electronic Cheque Clearing rI ST
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ECC % FRIER HAMFT T3 Il AT a1 faeraig grew fafided
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TRTAT (Net Clearing Position) T9 Skl RTGS TUTETHT AAHTEH! AT TSTIH
AT (7 T9E® goarad I G |
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BT AT AITHT I8 oh] Nepal ECC Rule Book, Nepal ECC Operating Manual/Cheque
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FAGAT-q AT Seodiad fqaRue® el ST difEus sqatafay a9 S
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Detail of Branchless Banking Centre

AT 90.9.9

Institution Name: *

Related Branch: *

BLB Agent
Name: *

Agent Citizenship Number:

Agent Citizenship
Issued Date:

Agent Citizenship Issued
District:

Agent Citizenship

Agent PAN Number: *
(BLB PAN Number should

Issued Authority: be exactly 9 digit)
Province: * District: *
Municipality/Rural Cx
Municipality: Local Body:
Ward/Tole: Local Body Ward No: *
Address: *

House Number:

Nearest Landmark:

Phone 1:

Phone 2:

Mobile: *

Email:

BFI’s BLB Agent
Code (Internally
used code): *

Unique Individual Code:

Status: * Operation Date: *
Pos Enabled: Mobile Enabled:
Tab Enabled: Others Enabled:
Latitude: Longitude:

* Mandatory Fields

A




Detail of ATM Location Centre

AT 90.9.%

Institution Name: *

Related Branch: *

BFI ATM Code
(Internally used
Code):

Related Branch:*

Institution Name:*

Province: *

District: *

Municipality/Rural

Local Body Ward No: *

Municipality: *

_ Nearest
Ward No./Tole: Landmark:

Number of
-k

Address: ATM:*
ATM Operation
Date:*
Latitude: Longitude:

* Mandatory Fields

Latitude and Longitude are automatically updated from adjustment on map market

EE




Account Detail - BLB Wise

Institution Name:

Statement of Account Details BLB wise

AT 90.9.3

SN

Branch
Code

Branch
Name

BLB
Code

BLB
Located
District

BLB Located
Rural
Municipality/
Municipality

BLB
Located
Ward

BLB
Located
Street/Tole

Payment
Terminal
Available at the
BLB Point
(POS/ Tablet
IMobile /Other)

Last
transaction
Date (YYYY/
mm/ dd) of the
BLB Point

No. of
Male
Accounts

No. of
Female
Accounts

No. of

Third

Gender
Accounts

No. of
Joint
Accounts

No. of

Grand

Total
Accounts

No. of
Total
card

issued

No Of
Active
Accounts

EE



Electronic Transaction BFls

AT 90.9.%

Channel
used

Type of instrument

Form of transaction

No. of transaction

Total Amount of
transactions within the
bracket (within the
reporting period)

>5000

5000-
10000

>10000

5000-

>5000 10000

>10000

ATM

Debit Card

Withdrawal on us

Withdrawal off us

Prepaid Card

Withdrawal on us

Withdrawal off us

Credit Card

Withdrawal on us

Withdrawal off us

BLB

Debit Card

Deposits - on us

Deposit off us

Withdrawal on us

Withdrawal off us

Bill payments

Transfer (Alc to Alc)

Other Transfer (Cardless or OTC)

Customer initiated*

Deposits - on us

Deposit off us

Withdrawal on us

Withdrawal off us

Bill payments

Transfer (A/c to Alc)

Other Transfer (Cardless or OTC)

Merchant
point
(POS)

Debit Card

Bill payments

Transfer (Customer A/c to Alc)

Prepaid Card

Bill payments

Transfer (Customer Alc to Alc)

Credit Card

Bill payments

Transfer (Customer A/c to Alc)

Online
payments

Mobile Banking
Transaction

Bill payments

Transfer (Customer A/c to Alc)

Other transfer (cardless or otc)

QR Payment

Internet Banking
Transaction

Bill payments

Transfer (Customer A/c to Alc)

Other transfer (cardless or otc)

Debit Card

Bill payments

Credit Card

Bill payments

Prepaid Card

Bill payments

Others

Others

Others

* Non-BLB Customer doing transaction through BLB point.

3%




Transaction Report for Non-Bank Payment Service Providers

FTAT 90.9.%

PCIRCN

Instruments/ Channel . Upto 1000 1000 - 5000 5000 - 10000 10000 -25000 25000 and above Total
Used for Transaction Form of Transaction
Number | Value | Number | Value Number Value | Number Value Number | Value | Number | Value

Card Withdrawal On Us
Card Withdrawal Off Us
Card Bill Payments
Card Transfer (A/c to Alc)
Card Others
Agent/ Sub-Agent Bill Payments
Agent/ Sub-Agent Transfer (A/c to Alc)

Agent/ Sub-Agent

Cash-In (wallet load)

Agent/ Sub-Agent

Offer/Cashback/Commission/Coupon

Agent/ Sub-Agent

Fees and Charges

Agent/ Sub-Agent Cash-Out

Agent/ Sub-Agent QR Payment

Agent/ Sub-Agent Service Refund
Agent/ Sub-Agent Others

Customer Initiated Bill Payments
Customer Initiated Transfer (A/c to Alc)

Customer Initiated

Cash-In (wallet load)

Customer Initiated

Offer/Cashback/Commission/Coupon

Customer Initiated

Fees and Charges

Customer Initiated

Cash-Out (Bank Withdraw)

Customer Initiated

QR Payment

Customer Initiated

Service Refund

Customer Initiated

Others

*Withdrawal On-Us: Issuer and Acquirer are same
*Withdrawal Off-Us: Issuer and Acquirer are different; to be reported from issuer side only
*Card: Only relevant to PSP issuing payment cards

*Bill Payments: includes topups

LS




Statement of Success and Failed Transaction

Particulars

Count

Success

Failed

Merchant Payment

Transfer to Wallet (P2P)

Tranfer to Bank Account (P2P)

Governement Payment (P2G)

Topup

Cash-In

Cash-Out

AIEAT 90.9.%

3%



Name of Payment Service Providers
Reconciliation Statement of E-money and Settlement Bank
At the End of .... Month, .... Year

AT 90.9.9

Particulars

Amount

Amount

Remarks

Emoney Balance as per Wallet

Add :

Debited in Wallet but not Debited in Settlement Bank

Annex 1

Credited in Settlement Bank but not Credited in Wallet

Annex 2

Less :

Credited in Wallet but not Credited in Settlement Bank

Annex 3

Debited in Settlement Bank but not Debited in Wallet

Annex 4

Balance (1+2-6)

Balance as per Settlement Bank (Statement)

12

Difference (10-11)

Annex 1: Debited in Wallet but not Debited in Settlement Bank

Date

Description

Amount

Annex 2: Credited in Settlement Bank but not Credited in Walle

t

Date

Description

Amount

Annex 3: Credited in Wallet but not Credited in Settlement Bank

Date

Description

Amount

Annex 4: Debited in Settlement Bank but not Debited in Wallet

Date

Description

Amount

39



Customer Details of Payment Service Provider

ATEAT 10.9.5

Number
Male
Value
Number
Female
- Value
Active Customer Wallets/Card
Number
Other
Value
Number
Grand Total
Value
) Number
Inactive (6-12 months)
Value
) Number
Inactive Customer Wallets/Card Inactive (> 12 months)
Value
Number
Grand Total
Value
POS Number
Merchant
QR Number

Fl=



Transaction Report of Payment Service Provider's Agent

FAHAT 90.9.%

S.N.

Agent
Code

Agent
Name

Total
Sub-
agents

Over The Counter Transaction Type - Amount In The Reporting

Amount In the Agent Wallet Period
Previous Bill Payments
Reporting Period | Current Reporting Including P2P Transfer Cash | Cash Others | Total
X (Agent Transfer) In Out
Balance Period Balance Top-up

EN



FTFAT 10.9.90
Transaction Report of Payment System Operator

Greater than
Types of Category Upto 5,000 5,000 - 10,000 10,000 - 25,000 25,000 - 50,000 50,000 - 100,000 1,00,000 Total
Channel Number | Value | Number | Value | Number | Value | Number | Value | Number | Value | Number | Value Number Value
On-Us
ATM
Off-Us
On-Us
POS
Off-Us
On-Us
QR
Off-Us
On-Us
Mobile/Internet
Off-Us
On-Us
Other Channel
Off-Us

*ON-Us: Issuer and Acquirer are same.

*OFF-Us: Issuer and Acquirer are different; to be reported from issuer side only

¥ O




Transaction Report of Payment System Operator

IgAT 90.9.99

S

Types of Transaction Category ATM POS QR I'\r/lltoe t;'rllglt Other
) ) ) On-Us
Number of Successful Non-Financial Transaction
Off-Us
. . . ) On-Us
Number of Failed Financial Transaction
Off-Us
) ) ) ) On-Us
Number of Failed Non-Financial Transaction
Off-Us

*ON-Us: Issuer and Acquirer are same.

*OFF-Us: Issuer and Acquirer are different; to be reported from issuer side only
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Transaction Report of Clearing House

I 10.9.93

Types of
Instrument

Transaction

Upto 25,000

25,000 - 200,000

200,000 - 2,000,000

2,000,000 -10,000,000

10,000,000 -500,000,000

>500,000,000

Total

Number | Value

Number | Value

Number Value

Number Value

Number Value

Number Value

Number | Value

Cheque -
Paper

NPR - Total Presented

NPR - Rejected

GBP- Total Presented

GBP- Rejected

USD - Total Presented

USD - Rejected

EUR - Total
Presented

EUR - Rejected

Total Unwind

IPS

NPR - Total Presented

NPR - Rejected

GBP- Total Presented

GBP- Rejected

USD - Total Presented

USD - Rejected

EUR - Total
Presented

EUR - Rejected

ConnectIPS

NPR - Total Presented

NPR - Rejected

Total Unwind

¥R




FIIET 90.9.93

Number of Transactions Reported to Financial Information Unit (FIU)

Particulars

Number of Transactions

Threshold Transactions Reporting (TTR)

Suspicious Transactions Reporting (STR)

Suspicious Activity Reporting (SAR)

%3
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